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Abstract- Over the past few years, security has been an
increasing concern, with the growth of network and
technological development. An intrusion detection system is a
critical component for secure information management.
Unfortunately, present IDS’s falls short of providing protection
required for growing concern. Creation of an IDS te detect
anomaly intrusions, in a timely and accurate manner, has been
an elusive goal for researchers.

This paper describes a host-based IDS model, utilizing a
Radial Basis Function neural network. It functions as a
combined anomaly/misuse detector that helps te overcome most
of the limitations in existing models. Rather than creating user
profiles or behavioral characteristics, we trained our network
using session data in the identification and tested experimentally
on different attack/normal sessions. These results suggest that
training the 1DS on session data is not only effective in detecting
intrusions, but also accurate and timely.

[.  INTRODUCTION

As modern networks continue to grow, evaluating and
detecting vulnerabilities to malicious attacks becomes more
critical for e-driven-business models. Qur network platforms,
diverse applications, technologies and packages are growing
increasingly complex. Inevitably our systems are insecure,
flawed in practice and vulnerable. Given the seriousness of
the problem, we need both deterrence, and termination of
attacks that could prove detrimental to civilization. The
security assessment problem stems from constantly changing
behavior of software. Unfortunately, many of these changes
happen without waming.

Therefore, we need {o depend on secondary measures and
tools such as IDS (Intrusion Detection System). The IDS
approach to security is based on the assumption that a system
will not be secure, but the violations of security policy
(intrusions) can be detected by monitoring and analyzing
system behavior [1}.

Within the past few years, there has been steady
improvement in both research and demand for effective [DS.
Many research groups have proposed different methods of
implementations, which proactively monitor behaviors
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defining the benchmark for the system. Though it is critical to
profile normalcy and anomaly, it often proves detrimental to
the health of the system, keeping in mind the complexity and
the dynamic nature of today’s computer systems,

Qur results focus on generalizing the attacks for effective,
fast and high detection rate with low false alarms. We first
introduce the problem of creating an intrusion detection
system. In section III, we review related work in intrusion
detection systems. In section IV, we discuss the need and
effective methods for data reduction and refinement, and our
approach in data processing. In section V, we briefly discuss
an implementation model, justifying the choice. Finally, we
show our results obtained with the application.

II. INTRUSION DETECTION SYSTEM

Intrusion Detection Systems are normally categorized into
misuse detection and anomaly detection. In misuse detection
systems, it refers to known attacks that exploit the system.
They can match the pattern on single events or multiple
combinations of events. In single event pattern matching,
each event is compared with a known signature in the
databank. In multiple event pattern matching, it deesn’t have
a uniform abstract algorithm, because they do not propose the
same operators to combine events. The inherent disadvantage
is inability to detect an attack that is deviated or unknown to
the databank. Another reproach to misuse detecting systems
is their limited scope, adding attack signatures and
maintaining the attack database. But low positive /negative
false alarm has led to its existence [2, 3].

Anomaly detection refers to statistical knowledge about
normal activity. Intrusions correspond to deviations from the
normal activity of system. These anomaly detection IDS were
bogged down by the difficulty in defining the normal activity
because of the high variability in nominal usage. As a result,
the false positive/ negative alarm rate is high, compared to
misuse detection systems. However, it is more effective in
detecting new attacks or deviation from the nominal usage.

Furthermore, the IDS is classified based on the data
source: Network DS (NIDS) and Host-based IDS (HIDS)
systems. The NIDS watch network traffic usually from one
location or network interface. Therefore, NIDS can detect
probes, scans, malicious and anomalous activity across the

1820



whole subnetwork. It is also effective in identifying general
traffic patterns for network and troubleshooting network
problems. lts susceptibility to generate false alarms, as well
as its inability to detect false negatives is its inherent
weakness. However, HIDS technology does not have the
benefits of watching the network to identify patterns like
NIDS does. Instead, it watches the traces to access servers
through the log data. A recommended combination of host
and network intrusion detection systems, in which a NIDS is
placed at the network entry point and an HIDS at critical
servers, is the best way to significantly reduce risk.

Current intrusion detection systems are futile to cope with
new, elegant and structured attacks, due to sever practical and
theoretical Limitations. These limitations have lead many
researchers to apply different machine learning approaches
such as neural networks [4, 5, 6, 7, 8].

We implement a neural network approach, using Radial
Basis Functions, to detect novel attacks, reducing false
positive and negative alarms. QOur research aims at a data-
driven view, to consider our system as a data analysis engine,
fast and accurate enough for a real time model.

III. RELATED WORK

There are many different architectural designs for
Misuse/Anomaly IDS using program and user profile
behavior. Program and user profiles are built by capturing the
system events under normal operational condition [1, 9, 10].
Once these profiles are created, provided they represent the
nominal behavior signature, they are used to classify the
deviation from the corresponding nominal behavior. Many
research groups developed profile based classification for
anomaly detection. Others used TCP/IP network data,
collected by the network sniffer, to monitor the potential
attack [10, I'1].

Different techniques were proposed to classify the data
based on statistical approach, machine leaming, simple
comparison based technique, integrity checking, data mining,
state machine analysis [1, 9, 10, 11, 12, [3]. But one of the
key drawbacks is their inability to generalize the anomaly
from the data collection process. Hence most of the
techniques suffered from the high false alarms due to low
threshold for tolerance of anomalous behavior [11}.

In host based systems, despite 1DS being the major
consumer of audit trail, it is apparent that no major operating
system supports the all essential needs described above for
development of 1DS. Many audit dala contains redundant,
complex and irrelevant data, which requires vigorous
screening before inputting to IDS. And alse if the operating
system will not provide protection to audit trails, the intruder
can erase traces. A major loophole in BSM Audit Trail is
inability to correlate the events; in turn the intruder would be
successful in developing stealth attacks by hiding footprints.
Thus we need to develop an intelligent screen activily to
avoid stealth attacks. So these limitations make severe dents
in the development of an effective IDS, despite elegant

Audit Log
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Audit Records

Audit files
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Fig. 1. Structure of Sun BSM Audit Trail

techniques for classification, and also requires effective data
processing of existing audit records.

IV. DATA ANALYSIS

We have collected our BSM raw data from MIT’s Lincoln
Laboratory under DARPA 1998 Intrusion Detection
Evaluation Program [14].

The Sun’s Solaris Basic Module provides features in
compliance with the TCSEC C2 trusted system rating. The
BSM data include logs and events specific to users and the
System.

The BSM audit trails, a binary file, include detail
information about the sysiem events atiributable to a user.
BSM recognizes more than 240 built-in system signals [13,
15]. In host based IDS design BSM audit trails been
extensively used in both commercial and research
development. “Praudit”, a software tool, translates the binary
BSM audit trail to readable format. Once the audit file has
been translated we can parse, and can use expert knowledge
to extract meaningful features and shed which do not make
any difference rather consume processing time,

Audit records are described as either kernel level or user
level generated records, depending on the nature of the event
described in the event. The user level generated audit records
are created by the applications that operate outside the kernel,
unlike kemel level generated records. Each user-level and
kemel-level events contain header, subject and return tokens
whereas the trailer, group and sequence tokens are optional
depending on the audit policy.

The event in Fig. 2 is logged when an intruder wants to
execule malicious script as “root” through “ps” setuid
command in UNIX model kernel. Each audit entry is
encapsulated by a header and a trailer, the header line
contains token id (header), the byte count (140), the version
number (2), the event type (execve), the event modifier
(blank), the time of the record, the milliseconds of time. The
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Header, 140, 2,execve {(2),,Tue Mar 30 12:00:48
1999, +900307281 msec

Path, /usr/bin/ps

Attribute, 104555,root, sys, 8388614,22927,0
Exec..arg, 4,

Ps, ~z,-u,"p p P P P P P P P P P P P P PP P PP
Subject, 2051, root,rjm,2051,r3m,1924,1816,24 5
206.222.3.297

Return, success, 0

Trailer, 140

Fig. 2. Raw Praudit BSM Data

event tokens, between the header and the trailer, vary
depending on the event type. Next to the header is the path of
the event. The attribute token consists of token id, mode, user
id, group id, file system id, node id, and device. Then follows
the exec_args token which contains the number of arguments,
Thereafter comes the subject token consist of token id, the
audit id, the effective user id, the real group id, the real user
id, the process id, the session leader process group id, the
terminal id containing port id, the machine id. The return
token follows the subject token and consists of the token id
{(return), the error description (success), and the return value
(0) [16, 17].

As by now, we are aware that plenty of information in the
audit log is redundant and can be effectively removed without
degrading the performance of IDS detection. In fact, we can
improve the performance through carefully defining the
inputs to the implementation model (e.g. Neural Network),
which matters. '

A, Audit Reduction

Audit reduction is the process of filtering irrelevant audit
logs to our needs for beiter IDS. But all the filtering will be of
no purpose if you arc unable to define what constitute an
intrusion? Hence, before purging the audit data we need to
identify the redundant data — expert knowledge is required.
Also, 1t requires better understanding of the implementation
model, audit data, and of course intrusions.

The difficulty is not in purging data — it requires a simple
file processing program. The challenge lies in providing
optimal and computing efficient data to IDS, which increase
the detection rate without false alarms. Thus, careful and
explanatory measures are required before filtering BSM audit
data introducing somé determinism to an inherently
nondeterministic process.

The key to filtering is to identify the trusted processes and
untrusted process. In practical terms, trusted processes are
those considered free of security problems. In other words,
when a user command spawns a process that is trusted — and
that generates only trusted sub-processes — it is sufficient to
record only the audit record corresponding to the user

command, and to discard all the subsequent audit records for
the process. If the process generated is untrusted, we record
all the audit records for the untrusted processes and the sub-
processes [14]. An event that fails is assumed to be a
potential attempt of failure until the completion of the
transaction is recorded in chronological order.

B.  Data Formar

In our experiments we separate BSM data into sessions.
Our model 15 based on generalizing differences between
normal and abnormal data — very critical for high detection
rate and keeping false alarms low. But it requires intensive
data processing because of limitations to correlate the events
by operating system data logs. Hence, during training, there is
every possibility of attack washout because our training is not
confined to any attack-centric or specific behavioral analysis.
Processing such temporai-clustered information is another
rescarch area and would require an intensive debate.

Instead of contemplating, we went ahead with empirical
analysis for different sessions with different attacks and
normal data. We divided the sessions into small data chunks
and let the neural network find it out what is common and
what is different between the normal and abnormal data. The
network would learn the attack signatures that it found on its
own as well as the normal behavior patterns. Therefore, this
IDS would combine both the misuse and the anomaly
detection approaches.

The entire sequence of signals was stored as numbers for
the corresponding system call. After that we applied a shding
window of length 15.

A sample of training data:
13372 158 11272 158 11272 158 112 72 158 112 61552
F2158 11272 158 11272 158 11272 158 11261552205
158 11272158 11272 158 11272 158 112 61552 20572
11272 158 11272 158 11272 158 112 61552 205 72 158
72158 11272158 11272 158 1126155220572 158 112

In our experiments we selected two attacks (format and
ffb) from week one and one attack (ftpwrite) from week two
of 1998 BSM data, and the normal data that was immediately
before and after the attacks. Sequences that appear only in the
normal data were labeled as —1 {“clean™); sequences from
sessions with attacks were labeled as +1 (“attack™), and
sequences that appear in both types of sessions were labeled
with O (“no detection™). After duplicates were removed we
got 863 attack sequences, 3007 “clean”, and 1012 *no
detection” sequences. Fig. 3 shows the sequences projected
onto the first two principal components. Note that while the
first week attacks have a wider spread than the normal data,
the attacks in the second week do not have such a spread, and
cannot be linearly separated from the normal data.
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Fig. 3. System call sequences projected on the first two principal components.

(a) sequences appearing only in “clcan” sessions; (b) sequences appearing in both “clean” scssions and sessions with attacks;
(c) attacks in the first week; (d) attacks in the second week.

V. NEURAL NETWORKS AS CLASSIFIERS

The ability of Artificial Neural Network to classify even if
the data is complex, non-deterministic makes an effective
implementation model for IDS. The sophisticated new attacks
require a flexible and adaptable system that is capable to
detect and generalize on the previous leaming. A neural
network model could potentially address such problems
where unstructured data is needed to be classified. On the
other hand, building neural network based IDS requires input
and output data set and an appropriate architecture and
training algorithm. The complexity and effectiveness is
determined by the number of neurons in the network and
functional relationship for interconnection. The ability of
classify in response to the multifarious training data increases
with the number of available neurons, where each neuron
represents a computational degree of freedom available to the
network.

Due to the characteristics of temporal clustered data, we
have chosen a radial-basis function network [18]. The radial-
basis function network involves three layers with different
roles. The input layer is made up of source nodes that connect
the network to its data processing unit. The output of the firsi-
layer neurons, each of which represents the radial-basis
function, is determined by the distance between the network
input and the center of the basis function. The second layer
applies a nonlinear transformation from the input space to the
hidden space. The output layer is linear and produces a
weighted sum of the outputs of the second layer.

An important feature of RBF network is that it is capable
to construct local approximations to nonlinear input-output
mappings. Thus, an RBF-based 1DS can learn multiple local
clusters of known attacks and clean data, and perform both
misuse and anomaly detection at once. Given an input
pattern, the network can check it against patterns it learned
before, and make an educated guess as to where this input
combination belongs.
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Fig. 4. Receiver operating characteristic curves for 1DS trained on (a) the first week data only, and (b) the first weck data and the second week “clean” data
(2000 centers, spread 0.16).

To model the network we used function ‘newrdb’ from
MATLARB Neural Network toolbox [19]. This function builds
the network incrementally, adding one center at a time, until
the specified performance goal or number of the centers is
reached. The centers are located at the positions of input
vectors. Each iteration adds a center for the input with the
greatest error. We trained from 32 to 2000 kemels with
spreads between 0.06 and & The first experiment used the
week one data for training and the week two data for testing;
that is, the network was tested on the intrusion and clean data
it had never seen. This allows to evaluate generalization and
anomaly detection capabilities of the design. The ROC
accuracy for different number of kernels and spreads is
summarized in Table 1. An ROC curve for the best result we
obtained is shown in Fig. 4(a). In the second experiment we
amended the training set with the normal data from the week
two; thus, in the test the network had to recognize only the
unknown attack among the knewn normal data, As a result,
the detection accuracy improved dramatically (Fig. 4(b)).

TABLE 1
ROC ACCURACY FOR DIFFERENT SPREADS AND CENTER NUMBERS
Sprcad
Centers
0.13 16 0.19 025 05 1 2 4 8
2000 069 0.73 074 0.73 0.72 064 055 051 054 0.50
1500 065 072 073 072 071 065 057 056 057 052
1000 062 068 069 070 068 065 0.58 053 053 049
S00 0.59 0.68 0.67 067 0.65 067 058 049 050 045
250 056 063 063 063 067 070 061 062 063 062
125 055 063 062 065 065 068 068 068 070 070
64 0.53 062 063 062 064 068 070 067 0.69 067
12 053 063 063 060 067 064 065 064 065 062

VI. CONCLUSION

The key feature in this experiment was successful
detection, using session data, to achieve high detection rate
and still timely. The method, using system calls feature
vectors, proved successful. Our training was not based on
behavioral analysis, but rather, was to generalize the
anomaly.

Due to temporally local charactenistics, we have chosen
RBF for our application. This prototype successfully
demonstrated the capability as a data filter that highlights
both anomalous intrusions and normal data on the learning
patterns. Moreover, the deviations from normal behavior
seem to be diagnosed quickly by our prototype. This
capability 1s important, since our goal was to detect intrusion
timely.

Experiments provide evidence that a careful audit
reduction on session data would enable a high detection rate
that could fit into a real time model.

The next step forward for this research would be to extend
the feature vector to make IDS robust. As we are more
interested in analysis of session data and results, there needs
to be a thorough analysis on optimal window size. Also a
hybrid network/host-based approach would be highly
recommended, thereby increasing detection rate and
decreasing the audit reduction processing.
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